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Unemployment Claim Fraud Affecting 100 of Our Employees
More than 100 of our employees have been victims of unemployment claim fraud. This is happening all over the country.  The U.S. Secret Service reports that a well-organized Nigerian crime ring is behind most of the fraud, with potential losses in the hundreds of millions of dollars. Washington state is seeing the most fraud, with other states showing evidence of attacks including North Carolina, Massachusetts, Rhode Island, Oklahoma, Wyoming and Florida. Many of the victims are first responders, government employees and school employees.
Employees should be aware of the threat and consider taking steps to protect themselves and reduce their risk.
If you think you may be a victim of identity theft/fraud, read and follow the suggestions below.
Contact the Washington State Employment Security Department
You should complete ESD's online form for reporting imposter fraud. They should have the following information on hand to verify your identity.
· Last four (4) digits of your Social Security Number (SSN)
· Date of birth
· Address
· Current phone number
· Information on how you learned a fraudulent claim was filed

You can also report the fraud to ESD via phone at 1-855-682-0785 or by email at: esdfraud@esd.wa.gov. However, the online report form is currently ESD’s preferred method because of the high volume of fraudulent claims it is processing.  Additionally, if the fraud is reported via email, you may also be asked to provide a scanned copy of your driver’s license so ESD can verify your identity. Given the sensitivity of a driver’s license number, we do not recommend sending this document via email unless the you have secure means (i.e. encrypted email).

Regardless of which method you use to file a report, you will also need to give ESD permission to deny or cancel the fraudulent claim.  Crucially, victims of unemployment imposter fraud will not have to repay the money and will still be able to apply for unemployment benefits if needed at some future date.  It is critical that you complete this step, and that it is done through ESD’s official website: ESD.WA.GOV. 

File a police report with Crime Check
An online or non-emergency report can be filed with Crime Check. You are also encouraged to keep a file folder or journal with the information from this incident, including any case numbers. Some government services and accommodations are available to victims of identity theft that are not available to the general public, such as getting certain public records sealed.

Contact the three major credit bureaus
Free credit reports can be obtained from Equifax, Experian, and TransUnion at AnnualCreditReport.com or by calling 1-877-322-8228. You should report that a fraudulent claim was made using your identity to the credit bureaus and should provide the bureaus with the case number from any police reports that were filed. If desired, you can arrange to set up a fraud alert or have your credit frozen. Doing either is free by law.

A fraud alert will make it harder for someone to open new accounts using your name. To place a fraud alert, you should contact one of the three credit bureaus listed below. That bureau must then tell the other two credit bureaus.
· Experian: 1-888-397-3742
· TransUnion: 1-800-680-7289
· Equifax: 1-888-766-0008 
As a victim of identity theft, you have the right to check your credit activity monthly, if desired (experts recommended everyone check their credit annually). You may also freeze your credit which is free and offers additional protection. This webpage from the Federal Trade Commission (FTC) provides links for you to set up a credit freeze with each of the three major credit bureaus.

Contact the FTC and the IRS
You may also file a short report with the FTC and should provide the FTC with the case number of any police reports you have filed.

You may also set up an IRS account with your social security number, which will prevent criminals from creating an account using your identity. The IRS can also be contacted by phone at 1-800-908-4490 to report suspected identity theft, but there may be a wait time. Another option for locking a social security number is at the Department of Homeland Security’s E-Verify website.

All of this reporting may seem redundant, but it helps ensure you are identified as a victim by the local, state, and federal government.

Keep Notes
You should maintain any notes, copies of emails, etc. This paper trail can be referenced in the future for possible identity issues or inaccuracies on a credit history report. We empathize with how upsetting and time consuming this is to deal with, especially in this current COVID-19 environment.

Contact the Post Office (Bonus tip)
You can also check with your post office to make sure mail has not been redirected to a different address without your permission.

Help Prevent Identity Theft!
Even if you are still working, establish a SAW account with Employment Security to preempt one from being set up on your behalf:  https://secure.esd.wa.gov/home/SAWUserRegistrations/SignUp.  Using a personal email address, you can create a SAW user account with ESD.  A SAW account is used by multiple Washington State agencies to conduct business with the state (such as a specialty license, business license, etc.) After creating an account, SAW will send an email to verify the email address entered. This email will include a link directing the user back to the ESD SAW website. At that point, you will enter a social security number to verify user identity and this will pair the SAW account with the email address. This will not initiate an unemployment claim, but it will associate a social security number with the secure username and password that can let a user set up an account.

Once a social security number is associated with an account created by a user, it cannot be associated with another fraudulent account. This will prevent a bad actor from using a person's name and social security number to create a fraudulent account and associate it with a different email address. If all goes well the user will not need to take any further action. The process to create an account is straightforward and the website is easy to use.

However, the user may receive an error message stating: “The social security number (SSN) you entered already exists and is linked to this partly hidden email address: xxx@xxx.” If the email address provided is not recognizable to you, then you should assume your identity has been compromised and should follow the guidance above for reporting identity theft/security breach.

Conclusion
We know everyone is very busy and we don’t need another thing to have to manage and track. However, the above advice may prevent even more complications arising during this unusual time.

Is Expanded Family Medical Leave for Closed Schools Different than for Closed Day Care?
You may have been using expanded family medical leave because your school age children were home due to closed schools.  Soon schools/e-learning will be done for the summer.  What do you do if your children’s summer daycare remains closed?  
You will need to re-apply for expanded family medical leave and list the daycare you normally use so this can be validated.  In addition, you’ll need to include a statement that you and no other suitable person is available to care for your child.  
The total number of available weeks of EFMLA is twelve.  Any previously used EFMLA this spring applies against the twelve weeks.  The EFMLA form is available here.

Free Parking Ends May 31
During the month of May, yous can park at County meters at no charge.  Yous who have parking permits will not be charged for the month of May.  However, if you have a parking permit, you need to continue to park in your assigned lot.  Do not park in someone’s assigned space.  Also, there is no charge for bus passes in May.  Beginning June 1, all lots will be enforced for violations.

Tips for Having Fun with Family or On Your Own #6
Local Services and Fun Activities during COVID-19 
Use this helpful guide to explore arts, crafts, and culture, 
educational resources for adults and kids, health and fitness,
hiking, recreation, and volunteer opportunities. Relax and take care!
	Category
	Resource/Activity

	Arts and Culture
	NW Museum of Arts and Culture - Online programs and activities.

National Geographic Kids - Play games, watch videos, learn about animals, explore the world and much more.

Smithsonian National Museum of Natural History - See the art world through virtual field trips.

The Social Distancing Festival - This is a site for celebrating artists and the work that has been cancelled/delayed/disrupted around the world. If you’re an artist, submit your work!

Chrome Music Lab - Chrome Music Lab is a website that makes learning music more accessible through fun, hands-on experiments.

Google Arts and Culture Museum Tour - Take a virtual tour of museums locally and around the world.

Spokane Creators - Support your local artists or submit your own art.


 Virtual Tours - Experience places, animals, and culture from around the world.


	DIY/Crafting
	Felt with Love Designs - Lots of free sewing patterns and tips to learn to sew!

	Education
	450 Ivy League courses - Free online courses.


Fire Science Fridays - Spokane Valley Fire goes live on Facebook every Friday with lessons on fire safety and the science behind fire itself.

Spokane County Digital Library - Download books, do research, find a tutor, take online classes, read magazines, and more!

Ted-Ed@Home - To support the millions of students, parents and teachers affected by the COVID-19 pandemic, TED-Ed is working with expert educators and TED speakers throughout the world to create and share high-quality, interactive, video-based lessons on a daily basis, for free.

ReadWorks - As schools and districts across the country face the possibility of remote learning, parents can take easy steps to prepare to support reading comprehension growth at home.

Storyline Online - Hear celebrities read children's stories.

Virtual Storytime - KSPS PBS invites caregivers with children 3-5 for a virtual storytime on the 1st and 3rd Friday of every month from 10:00-10:30am. We'll read stories and sing songs together, all at a safe social distance. Craft ideas and reading activities will also be provided.

BlocksCAD Geometry - Combines math concepts with coding.


BrainPop - Here to help you and your curious learners stay informed and on-track with free access during school closures.

Amazon Future Engineer - Free online computer science classes for any student or teacher affected by COVID-19 in the US.

Free resources for schools - Education technology companies have stepped forward to help educators reach students in virtual ways.

Listen to Audible - For as long as schools are closed, kids everywhere can instantly stream an incredible collection of stories, including titles across six different languages, that will help them continue dreaming, learning, and just being kids.

	Health and Fitness
	Physical Education at Home - Games designed to be played in the home with minimal equipment.

Online workouts - 13 free online at home workouts.

Digital Fitness Classes - Live-streamed and recorded digital classes you can join from anywhere.

Free Meditation through the Headspace app - Free collection for everyone called "Weathering the Storm". It includes meditations, sleep, and movement exercises to help you out, however you’re feeling. It’s our small way of helping you find some space and kindness for yourself and those around you.

	Recreation
	HUB Sports - Trick shot challenge.

Spokane Valley Parks - Get outdoors and visit your local parks.

Go for a bike ride - Find the bike routes in Spokane Valley. 

	Volunteer Opportunities
	Spokane County United Way - Find volunteer and donation opportunities.

Volunteer Match - Find out ways you can support your community.

Donate blood - Donate blood at Vitalant

	
	(Source: https://www.spokanevalley.org/covid-19services 5-19-20)


To get a broad view of local parks, camping, hiking and golf options check out:
· City of Cheney:  www.cityofcheney.org
· Local hiking trails: https://www.visitspokane.com/things-to-do/recreation/hiking/
· Spokane County:  www.spokanecounty.org
· Spokane Valley:  https://www.spokanevalley.org/content/6836/6910/8099/8625.aspx
· Washington Trails Association and Turnbull National Wildlife Refuge:  
http://www.wta.org/go-hiking/hikes/turnbull-national-wildlife-refuge



